. Online Data Transfer
SSL

A GUIDE TO UNDERSTANDING SSL CERTIFICATES,

how they operate and their application...

1. Overview

2. What is SSL?

3. How to tell if a Website is Secure

4. What does a SSL Certificate Look Like?

5. Browser Security Alerts

6. How does an SSL Session get Set Up?

7. Public and Private Keys

8. Applications of SSL

9. When is the Deployment of SSL Certificates Appropriate?
10. thawte SSL Certificate Solutions

11. Testing SSL Certificates on Your Web Server
12. thawte Trusted Site Seal

13. Useful URLs

14. What Role does thawte Play?

15. The Value of Authentication

16. Contact thawte

17. Glossary of Terms

thawte

it’s a trust thing



thawte is a leading provider of SSL certificates globally. By making
use of a thawte SSL Certificate on your company's Web server(s),
you can securely collect sensitive information online, and increase

business by giving your customers confidence that their transactions

are safe.

This guide aims to provide an introduction to SSL security covering the
basics of how it operates. A discussion of the various applications of
SSL certificates and their appropriate deployment is also included,
along with details of how you may test SSL certificates on your web
server.

Secure Socket Layer (SSL) is a protocol developed by Netscape in
1996 which quickly became the method of choice for securing data
transmissions across the Internet. SSL is an integral part of most web
browsers and web servers and makes use of the public-and-private
key encryption system developed by RSA.

In order to make an SSL connection, the SSL protocol requires that a
server should have a digital certificate installed. A digital certificate is
an electronic file that uniquely identifies individuals and servers. Digital
certificates serve as a kind of digital passport or credential which
authenticate the server prior to the SSL session being established.
Typically, digital certificates are signed by an independent and trusted
third party to ensure their validity. The “signer” of a certificate is known
as a Certification Authority (CA), such as thawte.



SSL provides secure communication by combining the following two
elements:

1] Authentication —
A digital certificate is tied to a specific domain and a CA performs a
number of checks to confirm the identity of the organization requesting
the certificate prior to issuing it. In this way, the certificate may only be
installed on the domain against which it has been authenticated,
providing users with the assurance they need. Various levels of
authentication are performed across various products.

2] Encryption —
Encryption is the process of transforming information to make it
unintelligible to all but the intended recipient. This forms the basis of
data integrity and privacy necessary for e-commerce.

Important Note

The most common application of SSL certificates is to secure data transfer between
web browsers and web servers. Although SSL may be used to secure server to server
communications, this guide will make use of browser-server examples to explain the
workings of SSL.

To find out more about securing server to server communications with SSL, speak
to a thawte sales representative.




3. How to Tell if a Website is Secure

The first clue to establishing whether or not a
website is secured with a SSL certificate lies Microsoft IE
in the browser status bar — look for the padlock
icon. In IE browsers, when pages are not
secured the padlock icon will not be visible.
However, when a SSL session is establish the
padlock icon will appear. In Netscape, there
are both “locked” and “unlocked” padlock
icons indicating secure and unsecured Unsecure:

Secure:

NetScape Navigator

Secure:

websites respectively.

The next clue to look for is in the address bar. If a secure session is
established between the browser and the web server, the “http:” portion
of the web address will change to “https”, for example:
“http://www.thawte.com” becomes “https://www.thawte.com”.

It is also possible to tell the strength of
encryption of a particular SSL session. In IE,
simply mouse over the padlock to view the
encryption strength.

|55L Secured (128 Eit)

In Netscape, double click on the padlock to view the certificate. The
encryption strength is detailed on the first tab of the certificate.



4. What does a SSL Certificate Look Like?

To view a website’s certificate, double click on the locked padlock icon
which appears in the bottom status bar.

Digital certificate when view with a Netscape 7.0 browser:

&) Page Info

[ General | Eorms | Links | Media | security | erivacy |

Web Site Identity Yerified

The web site wwiw, thawte.com supports authentication for the page vou are
viewing, The identity of this web site has been verified by Thawte Consulting
cc, a certificate authority you trust for this purpose.

View Wiew the security certificate that verifies this web site’s identity.

Connection Encrypted: High-grade Encryption (RC4 128 bit)

The page you are viewsng was encrypted before being transmitted over the
Internat,

Encryption makes it very difficult For unauthorized people to view information
traveling between computers, It is therefore very unlikely that anvons read
this page as & traveled across the nebwork,




Digital certificate when used with an IE 6.0 browser:

Detalls | Certification Path

1 Certificate Information

This certificate is intended for the following purpose(s):
sEnsures the identity of a remote computer

Issued to:  wwin thawte. com

Issued by: Thawte Server CA

¥alid from 12/11/2003 bo 12/19/2004

. 1 | Issuer Statement

Lo |




An SSL Web Server Certificate or SGC SuperCert from thawte enables your
customers to view the following information:

. The domain for which the certificate was issued. This allows them to check
that the SSL Web Server Certificate was issued for your exact host and
domain (www.mydomain.com).

. The owner of the certificate. This acts as further reassurance, since
customers are able to see whom they are doing business with.

. The physical location of the owner. Once again this reassures customers
that they are dealing with an actual entity.

. The validity dates of the certificate. This is extremely important, since it

shows users that your Digital Certificate is current.

5. Browser Security Alerts

Your browser has a built-in security feature that displays a warning message when
you try and submit information to a website where there is a problem with the
certificate.

This is an example warning message given in Microsoft IE:

Security Alert Lﬂ

changed by others, However, there 15 a problem with the site's

!E_a ? Information pou exchange with this site cannot be viewed o
o L
sacunty certificate.

6 The secunty certihcate i rom a tusted certifping authority,

Q The secunty certihicate date is vald,

& The name on the secunty certificate is invalid or does not
match the name of the site

Do vou want to procesed?

Yes | t Mo l [ View Certificate |




In the previous example, the security alert is triggered as the domain
name does not match that of the website being accessed indicating that
the site on which the certificate is installed has no right of use for the
certificate. Other security warnings are triggered should the period of
validity for a certificate have expired. Similarly, the warning will be
displayed in the event that the certificate is signed with an unrecognized
root (a root that is not installed by default in the browser).

On the other hand, a user accessing a website with a valid certificate
will be informed that the website they are visiting has a digital certificate
issued by a recognized Certification Authority (CA), such as thawte,
and that any data they submit will be encrypted. By checking the certificate,
the customer can verify that the website is owned by a real legal company
and they own the domain name being accessed.

Security Alert

f 1) Tou are about to view pages over a secure connechion,
k-]

Ay information you exchange with this site cannot be
viewed by anyone elze on the Web

[ 1In the future, do not show this warning

T T




6. How is a SSL Session Set Up?

When you connect to a secure web server such as https://www.thawte.com, that
server must first authenticate itself to the web browser with a digital certificate
before a secure connection is established.

The following diagram illustrates the steps which take place when a SSL session
is set up:





















